
THREATQTM AND RISKIQ
The combination of ThreatQ and RiskIQ delivers intelligently aggregated threat intelligence  

to protect organizations from modern cybersecurity threats.

PARTNER SOLUTION OVERVIEW — THREAT INTELLIGENCE

Using RiskIQ’s PassiveTotal® expedites investigations by connecting internal activity, event 
and incident indicator of compromise (IOC) artifacts to what is happening outside the 
firewall — external threats, attackers and their related infrastructure. PassiveTotal  
simplifies the event investigation process by providing analysts access to a consolidated 
platform of data necessary to accurately understand, triage and address security events.

INTEGRATION  
HIGHLIGHTS 

Simplify and accelerate 
investigative and incident 

response processes

Intelligently aggregate and 
correlate data to provide context

Proactively track and alert on 
changes to threat infrastructure

Identify and proactively block 
threat infrastructure being used 

by attackers

Correlate WHOIS and passive  
DNS data with other indicators

THREATQ BY THREATQUOTIENTTM

ThreatQ is an open and extensible threat intelligence platform (TIP) to provide 
defenders the context, customization and collaboration needed for increased 
security effectiveness and efficient threat operations and management. 
ThreatQ accelerates the transformation of threat data into actionable threat 
intelligence by giving defenders unmatched control through a Threat  
LibraryTM, an Adaptive WorkbenchTM and an Open ExchangeTM to ensure that 
intelligence is accurate, relevant and timely to their business. With ThreatQ, 
customers can automate much of what is manual today and get more out of 
existing security resources, both people and infrastructure. 

RISKIQ PASSIVETOTAL
PassiveTotal provides  
access to the most compre- 
hensive, Internet-wide data  
sets available to protect  
organizations from modern  
cybersecurity threats. The  
platform maps and exposes  
threat infrastructure and  
provides unparalleled  
external context and  
intelligence to internal  
events and incidents.



ABOUT THREATQUOTIENTTM

ThreatQuotient understands that the foundation of  
intelligence-driven security is people. The company’s open  
and extensible threat intelligence platform, ThreatQTM, empow-
ers defenders to ensure the right threat intelligence is utilized  
within the right tools, at the right time. Leading global  
companies are using ThreatQ as the cornerstone of their threat 
intelligence operations and management system, increasing 
security effectiveness and efficiency. 

For additional information, please visit threatq.com.
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ABOUT RISKIQ 
RiskIQ is the leader in digital threat management, providing the 
most comprehensive discovery, intelligence and mitigation of 
threats associated with an organization’s digital presence. With 
more than 75 percent of attacks originating outside the firewall, 
RiskIQ allows enterprises to gain unified insight and control over 
web, social and mobile exposures. Trusted by thousands of 
security analysts, RiskIQ’s platform combines advanced Internet 
data reconnaissance and analytics to expedite investigations, 
understand digital attack surfaces, assess risk and take action to 
protect business, brand and customers. 

For more information, visit www.riskiq.com.

ADVANTAGES

UNRIVALED  
INTELLIGENCE

FORCE  
MULTIPLIER

WORK  
SMARTER

CONTEXT  
MATTERS

Tap into the deepest, 
broadest data sets 
available for threat  
investigation and 
harness the power of 
RiskIQ’s award-winning 
research, data science 
and automation.

Give junior analysts 
access to a platform that 
allows them to operate 
more effectively by 
automatically correlating 
data across multiple  
data sets.

Enable collaboration 
between security 
analysts and incident 
response teams to 
enrich investigations and 
reduce time to response 
with TeamStream and 
project capabilities.

Enrich investigations  
and quickly pivot  
between multiple data 
sets in a single platform, 
allowing connections  
to be made between 
disparate information 
and data sources.

OPEN EXCHANGE ARCHITECTURE 
ThreatQ’s Open Exchange provides an extensible  
and flexible environment for analysts to achieve the 
optimal balance between system automation and 
expert analysis. Because no single security solution 
provides a silver bullet against attacks, ThreatQ’s 
Open Exchange architecture supports standard 
interfaces for ingestion and exporting, including  
STIX/TAXII, XML, JSON, PDF, email and other formats 
of structured and unstructured data, along with an 
SDK and APIs for custom connections.
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INTEGRATION USE CASES 

Use PassiveTotal passive DNS data to query for a 
domain or IP addresses’ historical record

Enrich domains and IP addresses with tags,  
malicious disposition and other metadata  

from PassiveTotal

Sync indicators and tags between the  
ThreatQ platform and PassiveTotal Projects to  
facilitate pivoting during an investigation from  

within ThreatQ

Search WHOIS data by Email Address to return  
all domains registered to that Email Address


