
The ThreatQ’s integration with VMRay TotalInsight allows elite threat intelligence teams to 
build tailored defenses against threat landscape they’re facing. With no scalability limits, 
suspected malware and phishing samples are automatically analyzed. Reliable and easily 
consumable results are fed into ThreatQ with comprehensive insights to maximize the value 
of threat intelligence for proactive threat detection and mitigation. 

INTEGRATION  
HIGHLIGHTS 

Generate your own tailored and 
effective threat feeds by 

submitting threats that target 
your own organization

Gain ultimate enrichment to 
your malware and phishing 

threat repository

Effortlessly exchange data 
between ThreatQ and VMRay, 
optimizing threat investigation 

and incident response

THREATQTM AND VMRAY
Technology Segment: Enrichment and Analysis  

PARTNER SOLUTION OVERVIEW —  ENRICHMENT AND ANALYSIS 

THREATQ BY THREATQUOTIENTTM

ThreatQuotient’s solutions make security operations more efficient and 
effective. The ThreatQ data-driven security operations platform is both open 
and extensible, supporting the integration of disparate security technologies 
into a single security infrastructure, automating actions and workflows so that 
tools and people can work in unison. Empowered with continuous prioritiza-
tion based on their organization’s unique risk profile, security teams can focus 
resources on the most relevant threats, and collaboratively investigate and 
respond with the aim of taking the right actions faster.

TOTALINSIGHT BY VMRAY

VMRay TotalInsight allows cultivating threat intelligence on targeted and 
previously unseen threats. It operationalizes malware feed of any scale and 
turns it into actionable and reliable intelligence. With a fully autonomous 
platform, best-of-breed detection rate, advanced malware classification, IOC 
scoring technology, and API-first approach, TotalInsight revolutionizes mal-
ware analysis by delivering unparalleled accuracy and scalability.



ABOUT VMRAY

At VMRay, our purpose is to liberate the world from undetect-
able digital threats. Led by reputable cyber security pioneers, 
we develop best-of-breed technologies to detect unknown 
threats that others miss. Thus, we empower organizations to 
augment and automate security operations by providing the 
world’s best threat detection and analysis platform. We help 
organizations build and grow their products, services, opera-
tions, and relationships on secure ground that allows them to 
focus on what matters with ultimate peace of mind. This, for us, 
is the foundation stone of digital transformation.

For more information, visit www.vmray.com.
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ABOUT THREATQUOTIENTTM

ThreatQuotient improves security operations by fusing together 
disparate data sources, tools and teams to accelerate threat 
detection and response. ThreatQuotient’s data-driven security 
operations platform helps teams prioritize, automate and 
collaborate on security incidents; enables more focused 
decision making; and maximizes limited resources by integrat-
ing existing processes and technologies into a unified work-
space. The result is reduced noise, clear priority threats, and the 
ability to automate processes with high fidelity data. 
ThreatQuotient’s industry leading data management, orchestra-
tion and automation capabilities support multiple use cases 
including incident response, threat hunting, spear phishing, 
alert triage, vulnerability prioritization and threat intelligence 
management. ThreatQuotient is headquartered in Northern 
Virginia with international operations based out of Europe and 
APAC. 

For more information, visit www.threatquotient.com.
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INTEGRATION USE CASES:
The Integration supports a variety of use cases such as: 

• Generate and tailored intelligence for organization-specific threats, extending capabilities to address targeted and 
previously unseen threats

• Empower incident response workflows with reliable and deep analysis of file and URL-born threats

• Automatically enrich and contextualized malware and phishing threats in order to accelerate and scale alert triage 
and investigation


