PARTNER SOLUTION OVERVIEW — MALWARE ENRICHMENT & ANALYSIS

THREATQUOTIENT A D POLYSWARM

THREATQ™ AND

POLYSWARM

Technology Segment: Malware Enrichment & Analysis

The PolySwarm integration empowers users to seamlessly access context on a file hash,
domain or IP address and gain insights into the malware behind it. Users may pivot on
enrichments to research and discover related I0Cs for a given malware campaign. This
integration allows users to subscribe for a feed of emerging malware seen by PolySwarm

where proactive detection and blocking is supported.

THREATQ BY THREATQUOTIENT™

ThreatQuotient's solutions make security operations more efficient and
effective. The ThreatQ data-driven security operations platform is both open
and extensible, supporting the integration of disparate security technologies
into a single security infrastructure, automating actions and workflows so that
tools and people can work in unison. Empowered with continuous
prioritization based on their organization’s unique risk profile, security teams
can focus resources on the most relevant threats, and collaboratively
investigate and respond with the aim of taking the right actions faster.

MALWARE INTELLIGENCE BY POLYSWARM

PolySwarm's unique multi-engine platform uses cutting-edge research
engines by independent and corporate research teams who compete to give
the most accurate analysis based on a cryptocurrency-driven marketplace,
collated using machine-learning algorithms into a simple, single PolyScore.
PolySwarm'’s platform provides SOC teams with easily-actionable malware
feeds and enrichments, while providing intelligence teams with powerful and
detailed malware analysis.

The Integration supports a variety of use cases such as:

* A complete malware research and analysis capability with actionable
confidence scoring (PolyScore)

* |dentify related actor infrastructure by pivoting on enrichments for
attribution assessments

INTEGRATION
HIGHLIGHTS

Simple right-click insights
into any malware file hash
or malware infrastructure

Access to a global multi-
engine database for
context on malware file
hashes

Leverage a feed of first-
seen malware variants for
automated detection and

blocking

High-speed sandboxing
analysis of new suspicious
files through niche
detection engines
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* Implement and enhance cross-functional security workflows with SOC automation and orchestration

® Conduct XDR Hunting using emerging ransomware TTP's and malicious code from the underground

Polyswarm :lookup

PolySwarm Results

Link to PolySwarm Scan

File Indicators

O vawe ¢ vee ¢

O 057301 cbbe2cr728523386ccOBSTTeSAS59 sHrt

o SHA2S6

O 25t0aes104323295224530818961751 E25B
O 1ade3s2203026403883 735005340 oS

o Flename

Context
Showing 1 to 11 of 11 Rowcount:| 25+

0 nae VALE ¢

O operatngsystem

O tabel

O tabel

0

20211121 173844

20211121 173844

us

0%

5110

s polyswarm networkscaniresults//B687915879153774.

Verdicts

Showing 1t0 10 of 10 Rowcount:| 25~

O evoine ¢ MALWARE FAMILY & VeRDICT ¢

TrojantWin32/Mansabo 0coa359e

Trojan Wing4 Crypt Malious

Trojan DownLoaderd4 1965 Malious
O Redbrip APT Scamner - RAS Benign

O Fisedsd Benign

Raw Response

ABOUT THREATQUOTIENT™

ThreatQuotient improves security operations by fusing together
disparate data sources, tools and teams to accelerate threat detection
and response. ThreatQuotient's data-driven security operations platform
helps teams prioritize, automate and collaborate on security incidents;
enables more focused decision making; and maximizes limited resources
by integrating

existing processes and technologies into a unified workspace. The result
is reduced noise, clear priority threats, and the ability to automate
processes with high fidelity data. ThreatQuotient's industry leading data
management, orchestration and automation capabilities support
multiple use cases including incident response, threat hunting, spear
phishing, alert triage, vulnerability prioritization and threat intelligence
management. ThreatQuotient is headquartered in Northern Virginia with
international operations based out of Europe and APAC. For more
information, visit www.threatquotient.com.

For more information, visit: www.threatquotient.com.
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ABOUT POLYSWARM

PolySwarm is a launchpad for new technologies and innovative threat
detection methods that compete to protect you against malware in real-
time. We bring them together to help you better detect and respond to
emerging threats, the ones that are more likely to go undetected by existing
solutions. We are powered by a network that combines the wide coverage
from commercial and specialized detection engines into a marketplace.
PolySwarm detects threats earlier as these specialized engines are niche,
research driven and often authored by independent, well known
researchers and security teams, developing cutting-edge threat detection
methods. We're driven to improve the threat intelligence landscape for
ourselves, our clients and the industry at large. By providing robust
incentives that align participants’ interest with continued innovation,
PolySwarm will break the mold of today's iterative threat intelligence
offerings.

*For more information, please visit https://polyswarm.io/ or try PolySwarm
free at https://polyswarm.network/
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