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Fortinet FortiSOAR™ is a holistic Security Orchestration, Automation and Response product,
optimizing SOC team productivity. FortiSOAR integrates with ThreatQuotient via the ThreatQ
FortiSOAR Connector, which facilitates automated interactions with a ThreatQ server using
FortiSOAR playbooks. The automation enables rapid and real-time remediation for enterpris-
es to identify, defend, and counter attacks, delivering comprehensive protection.

THREATQ BY THREATQUOTIENT™ INTEGRATION
HIGHLIGHTS

ThreatQuotient's solutions make security operations more efficient and
effective. The ThreatQ data-driven security operations platform is both open
and extensible, supporting the integration of disparate security technologies
into a single security infrastructure, automating actions and workflows so that
tools and people can work in unison. Empowered with continuous prioritiza-

Rapid and real-time
remediation via automation.

Minimize human error via

tion based on their organization’s unique risk profile, security teams can focus automated playbooks.
resources on the most relevant threats, and collaboratively investigate and
respond with the aim of taking the right actions faster. Manage security alerts,

incidents, indicators, assets
and tasks comprehensively
FORTINET FORTISOAR™ via FortiSOAR.

FortiSOAR is a holistic Security Orchestration, Automation and Response
workbench, designed for SOC teams to efficiently respond to the ever-increas-
ing influx of alerts, repetitive manual processes, and shortage of resources.
This patented and customizable security operations platform provides
automated playbooks and incident triaging, and real-time remediation for
enterprises to identify, defend, and counter attacks.

FortiSOAR optimizes SOC team productivity by seamlessly integrating with
hundreds of security platforms and thousands of actions. This solution results
in faster responses, streamlined containment, and reduced mitigation times,
from hours to seconds.
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INTEGRATION USE CASES:

The Integration supports a variety of use cases such as:

Add the ThreatQ connector as a step in FortiSOAR™ playbooks and perform automated operations, such as searching
and retrieving details about a specific indicator, retrieving a list of indicator types, their statuses, and IDs, etc.
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create_event Create Event Creates a new event in ThreatQ based on the event type
B and event source that you specify. SOAR Framework

Version: 2.0.2 | Certified: Yes

Create Creates a new adversary in ThreatQ based on the

create_adversa a
- i Adversary adversary name and source that you specify.

Creates a new I0C in ThreatQ based on the indicator

create_joc Create 10C N
name, source, type, and status that you specify.

Get Indicator Retrieves a list containing all available indicator types

indicator_t:
CALEEAERGE Types from ThreatQ.

N Retrieves a list containing all available indicator statuses
P Get Indicator .
get_indicator_statuses Statuses and their id values from ThreatQ. You can use these IDs
to create new indicators.

Get Retrieves the reputation for the indicator from ThreatQ,

indicatc tati q L
CR R I Reputation based on the indicator name and type that you specify.

Queries ThreatQ for an indicator that you specify using
the name of the indicator and this operation retrieves
details for the snecified indicator.

Search

search_indicator N
Indicator
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ABOUT THREATQUOTIENT™ ABOUT FORTINET

Fortinet makes possible a digital world that we can always trust
through its mission to protect people, devices, and data every-
where. This is why the world’s largest enterprises, service
providers, and government organizations choose Fortinet to
securely accelerate their digital journey. The Fortinet Security
Fabric platform delivers broad, integrated, and automated
protections across the entire digital attack surface, securing
critical devices, data, applications, and connections from the data
center to the cloud to the home office. Ranking #1 in the most
security appliances shipped worldwide, more than 615,000
customers trust Fortinet to protect their businesses.

ThreatQuotient improves security operations by fusing together
disparate data sources, tools and teams to accelerate threat
detection and response. ThreatQuotient's data-driven security
operations platform helps teams prioritize, automate and
collaborate on security incidents; enables more focused
decision making; and maximizes limited resources by integrat-
ing existing processes and technologies into a unified work-
space. The result is reduced noise, clear priority threats, and the
ability to automate processes with high fidelity data.
ThreatQuotient's industry leading data management, orchestra-
tion and automation capabilities support multiple use cases
including incident response, threat hunting, spear phishing, For more information, visit www.fortinet.com
alert triage, vulnerability prioritization and threat intelligence

management. ThreatQuotient is headquartered in Northern

Virginia with international operations based out of Europe and

APAC.

For more information, visit www.threatquotient.com.
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