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THREATQ™ AND FS GROUP

Technology Segment: Threat Intelligence

The combination of ThreatQ and FS Group improves the efficiency and effectiveness of
companies’ security operations with unique threat intelligence feeds.

THREATQ BY THREATQUOTIENT™

ThreatQuotient's solutions make security operations more efficient and
effective. The ThreatQ open and extensible platform integrates disparate
security technologies into a single security infrastructure, automating actions
and workflows so that tools and people can work in unison. Empowered with
continuous prioritization based on their organization’s unique risk profile,
security teams can focus resources on the most relevant threats, and collabo-

ratively investigate and respond with the aim of taking the right actions faster.

FS Tl by FS GROUP

FS Tl is an IP Anonymization feed that is associated with anonymous infra-
structures including TOR, VPN, proxy. It consists of more than 300 services
that can be utilized or abused by cybercriminals. This feed can be consumed
by customers for incoming and outgoing traffic and platform monitoring.

FS Tl contains both well-known proxies and VPN services list, as well as a list
of IP addresses from DarkWeb resources. A special flag is provided to distin-
guish between these IP's based on how often promoted in criminal market-

places or other resources and can be riskware potentially.

® More than 300 000 IP: TOR, VPN, proxy
® 60-90 minutes data updates, termless keeping of clients Logs

* Storage, instant integration in any infrastructure

INTEGRATION
HIGHLIGHTS

Easily prioritize which
vulnerabilities represent a real
risk by using outside context.

Improve the efficiency and
effectiveness of companies’
security operations with unique
threat intelligence feeds and the
ThreatQ Platform.

Strengthen existing processes
and technologies into a single
security architecture.
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BENEFITS
* big data
* proactive Tl collection approach

* earlier provisioning of data and thereby preventing
attacks

FS Group has become a part of compa-
ny Qintel, which is the world’s top cyber
intelligence and investigation company
operating today and is capable of
providing its clients and partners with
unique insights into a variety of cyber
threats and adversarial behavior
relating to nation-state actors, criminals
and hacktivists.
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* compatibility with solutions of the leading world-
wide vendors

* complementarity with other feeds, namely, we
provide unique information
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ABOUT THREATQUOTIENT™

ThreatQuotient's mission is to improve the efficiency and
effectiveness of security operations through a threat-centric
platform. By integrating an organization'’s existing processes
and technologies into a single security architecture, ThreatQuo-
tient accelerates and simplifies investigations and collaboration
within and across teams and tools. Through automation,
prioritization and visualization, ThreatQuotient's solutions
reduce noise and highlight top priority threats to provide
greater focus and decision support for limited resources.
ThreatQuotient is headquartered in Northern Virginia with
international operations based out of Europe, APAC and MENA.

For more information, visit https://threatquotient.com.
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ABOUT FS GROUP

Each threat you discover is a small part of a larger system
created by a human, but that insight is out of your grasp with
traditional threat intelligence tools. This is where FS Group
presents unique and peerless threat prevention, investigation
and discovery products.

FS GROUP is a leading Ukrainian company in the field of research
and prevention of cyber threats.

. MORE THAN 7 YEARS on the market
*  OVER 5000 CYBER INCIDENTS successfully solved

*  FS CERT - the first commercial cyber incident response
center in Ukraine was founded

COMPANY EMPLOYEES - demanded participants of
international projects: Innocent Images and Internet Crime
Complaint

EXPERIENCE: as part of the International Task Force 2013, in
the direction of the investigation of hacker forums and
services DarkWeb or DarkNet, in the investigation of the
activities of transnational criminal groups under the
auspices of Europol and the de-anonymization of their
members.

For more information, visit https://group-fs.com/
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