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The ThreatQuotient Professional Services team delivers
end-to-end services to transform the capabilities of
enterprise security operations. These services empower
enterprises to seamlessly deploy the ThreatQ Platform
into their environment, bolster their teams’ effectiveness
through a variety of training and learning experiences,
and continuously strengthen the use of threat intelligence
in their security operations. The Professional Services
team integrates ThreatQ with each enterprise’s unique
ecosystem of pre-existing technologies in order to extend
the architecture of security operations.
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THREATQ PROFESSIONAL SERVICES

Overview

ThreatQuotient provides professional services for our clients at all levels of security
operations and threat intelligence maturity. We leverage industry-leading practices and
expertise to provide the core capabilities to assess, design, and build your data-driven
security operations function. ThreatQuotient has designed the Professional Services
Pillars to help clients identify the people, processes, and technologies necessary to
effectively integrate intelligence into security operations. These services enable an
enterprise to transition from traditional signature-based monitoring, detection, and
response to an external threat-focused operations program.

The solutions provided by the ThreatQuotient Professional Services team can
be tailored to meet the demands of your organization’s security operations.

PEOPLE PROCESS TECHNOLOGY

THREATQ ACADEMY CONSULTING INTEGRATIONS &
SERVICES IMPLEMENTATION

ThreatQ Security & Intelligence Security Operations ThreatQ Platform
Operations Training Essentials Installation & Configuration

ThreatQ Platform Security Operations Custom Integration
Administration Training Workflow Development Development Services

ThreatQ Integration Custom Workflow
Development Training Development Services*

Cyber Threat Intelligence
Foundations

*Included w/ Security Operations Process Development

ThreatQuotient's professional services empower enterprises to seamlessly deploy the ThreatQ
Platform into their ecosystem, bolster their teams’ effectiveness through hands-on training, and
continuously strengthen the use of threat intelligence in their security operations.
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THREATQ PROFESSIONAL SERVICES

< _ PEOPLE - THREATQ ACADEMY

ThreatQ Academy is ThreatQuotient's comprehensive training and learning solutions custom-tailored to meet the
evolving needs of our clients and partners in an effort to solidify our commitment to those partnerships.

ThreatQ Academy offers the following courses with various methods of delivery to help resolve logistical obstacles
and to support virtually any operational constraints:

THREATQ SECURITY & INTELLIGENCE OPERATIONS TRAINING

ThreatQ Security & Intelligence Operations Training consists of an overview of the cyber threat intelligence
lifecycle, ThreatQ design, threat fusion analysis for security operations, and hands-on walkthroughs of the

ThreatQ Platform.

THREATQ PLATFORM ADMINISTRATION TRAINING

The ThreatQ Administration training is designed to train clients with the expertise and tools necessary to
successfully manage the various components of the ThreatQ platform. This comprehensive training package
includes essential topics such as platform architecture and design, installation methods, job management, backup

and restore procedures, and access and user management.

THREATQ INTEGRATIONS DEVELOPMENT TRAINING

The ThreatQ Marketplace provides clients with many out-of-the-box integrations with security infrastructure and
intelligence feeds. Additionally, ThreatQ provides partners and clients with free access to an APl and SDK to create
an unlimited number of their own custom integrations between ThreatQ and third-party systems and feeds.
ThreatQ Integrations Development training is a hands-on course that covers the various frameworks available in

ThreatQ to empower partners and clients to develop integrations using our APl and SDK.

THREATQ ACADEMY ONLINE

ThreatQ Academy Online is ThreatQuotient's online learning portal and complements other ThreatQ Academy
offerings that include virtual instructor-led and onsite instructor-led training to support virtually any operational
need. ThreatQ Academy closes the gap between deployment and training to ensure immediate return on
investment for clients by allowing clients access to the most up-to-date information related to ThreatQ features,
modules, and capabilities as soon as they are published in ThreatQ Academy.

CYBER THREAT INTELLIGENCE FOUNDATIONS

Cyber Threat Intelligence Foundations will provide clients just starting to consume cyber threat intelligence with
an introduction to the various concepts, models, and processes designed to help clients convert their threat data
into cyber threat intelligence. Students will gain insight into the different types of intelligence, the stages of the
intelligence lifecycle, and examples of reporting on threat intelligence at various levels.
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THREATQ PROFESSIONAL SERVICES

PROCESS - CONSULTING SERVICES

SECURITY OPERATIONS ESSENTIALS

ThreatQuotient believes in establishing partnerships with our clients and each client has unique environments
and processes. Our Professional Services Team will work closely with clients to assess their unique cyber threat
intelligence and security operations processes related to scoring and expiration of data, information, and
intelligence within their ThreatQ Platform, and help them to design and implement custom scoring and expiration
policies, as well as, create up to two (2) custom dashboards within ThreatQ.

SECURITY OPERATIONS WORKFLOW DEVELOPMENT

ThreatQuotient will introduce ThreatQ TDR Orchestrator, assist clients in assessing manual workflows, and help to
design custom TDR Orchestrator workflows and actions. ThreatQuotient's consultants will work with developers to
create up to two (2) custom TDR Orchestrator workflows and up to two (2) actions per workflow on behalf of our
clients.

{é@% TECHNOLOGY - INTEGRATIONS & IMPLEMENTATIONS

PLATFORM INSTALLATION AND CONFIGURATION

ThreatQuotient provides installation and configuration services to assist a client in getting their ThreatQ Platform
up and running in their environment. ThreatQuotient personnel will assist clients with the installation of the
ThreatQ Platform and the ThreatQ Marketplace integrations needed to make the platform operational.

INTEGRATION DEVELOPMENT

ThreatQuotient provides development services to prioritize general integration development or to create custom
integrations on behalf of clients between the ThreatQ Platform and other security tools and systems used in

the client environment. The development services leverage ThreatQ APIs to integrate with external APIs and/or
available services.

TDR ORCHESTRATOR WORKFLOW AND ACTION DEVELOPMENT

Clients who purchase ThreatQuotient's Security Operations Workflow Development service will benefit from
utilizing our subject matter experts to develop solutions to automate repeatable actions within the platform. Our
developers will work hand-in-hand with our consultants to design and develop custom ThreatQ TDR Orchestrator
workflows and actions that accelerate enrichment and the ingestion of contextual information needed by threat
analysts.

For more information regarding ThreatQuotient's professional services,
contact sales@threatquotient.com

ThreatQuotient improves security operations by fusing together disparate data sources, tools and teams to accelerate threat detection
and response. ThreatQuotient's data-driven security operations platform helps teams prioritize, automate and collaborate on security
incidents; enables more focused decision making; and maximizes limited resources by integrating existing processes and technologies
into a unified workspace. The result is reduced noise, clear priority threats, and the ability to automate processes with high fidelity

data. ThreatQuotient's industry leading data management, orchestration and automation capabilities support multiple use cases
including incident response, threat hunting, spear phishing, alert triage and vulnerability prioritization, and can also serve as a threat
intelligence platform. ThreatQuotient is headquartered in Northern Virginia with international operations based out of Europe, MENA
and APAC. For more information, visit www.threatquotient.com.

THREATQUOTIENTM Sales@ThreatQ.com ¢ 703.574.9885 © ThreatQuotient, Inc.

TQ-DTS06-0423-02



